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  Brokerage Risk Assessment Form

    Brokerage Name: 	
Compliance Officer: 		Date: 	
Completed By:		Next Review Date:	
Senior Officer Name: 		Signature: 	

This document is intended to assist brokerages in preparing a risk assessment using the methodology provided by FINTRAC. If at any time you need additional space for your answers or to provide additional information, add the additional information on a separate page and attach it to this risk assessment.
Step 1: Identify Inherent Risks of Money Laundering and Terrorist Financing


A. Identify the manner in which each product/ service is provided to your clients by checking all applicable boxes. Enter a Risk Score in the last column of either High, Medium or Low and a rationale for the rating.

	Product/ Service
	Deliver Channels
	Risk Score & Rationale

	Brokerage services with respect to residential property financing
	 In-person
 Phone
 Email
 Social Media
 SMS/Text/WhatsApp
 Website
 Fax
 Other, explain 	
	

	Brokerage services with respect
to commercial property financing
	 In-person
 Phone
 Email
 Social Media
 SMS/Text/WhatsApp
 Website
 Fax
 Other, explain 	
	

	Brokerage service with respect to raw land financing
	 In-person 
 Phone
 Email
 Social Media
 SMS/Text/WhatsApp
 Website
 Fax
 Other, explain 	
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	Product/ Service
	Deliver Channels
	Risk Score & Rationale

	Brokerage services with respect to agricultural / farm financing
	 In-person
 Phone
 Email
 Social Media
 SMS/Text/WhatsApp
 Website
 Fax
 Other, explain 	
	

	Brokerage services with cottages and other recreational property financing
	 In-person
 Phone
 Email
 Social Media
 SMS/Text/WhatsApp
 Website
 Fax
 Other, explain 	
	

	Brokerage service with respect to other services and products (i.e.
Creditor Insurance, Unsecured loans, credit cards etc.)
	 In-person
 Phone
 Email
 Social Media
 SMS/Text/WhatsApp
 Website
 Fax
 Other, explain 	
	

	Other (if applicable), explain:
	 In-person
 Phone
 Email
 Social Media
 SMS/Text/WhatsApp
 Website
 Fax
 Other, explain 	
	


Additional Notes:Brokerage Risk Assessment Form
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B. Record the geographical location(s) in which you have a physical presence. Add additional pages if necessary.

	Locations
	Geographic Considerations
	Risk Score & Rationale

	Office Location 
1 Address:
	Is the office within 10km to an international border:
 Yes   No
Is the office within 5 km to an international airport:
 Yes  No
Is the office located in a high crime area as per local
law enforcement:	 Yes   No
Office in:  rural area
 urban area (<10,000 population)
 urban area (≥10,000, but <100,000)
 urban area (≥100,000)
	

	Office Location 2 Address:
	Is the office within 10km to an international border:Brokerage Risk Assessment Form

 Yes   No
Is the office within 5 km to an international airport:
 Yes  No
Is the office located in a high crime area as per local law enforcement:	 Yes  No
Office in:  rural area
 urban area (<10,000 population)
 urban area (≥10,000, but <100,000)
 urban area (≥100,000)
	

	Office Location 3
Address:
	Is the office within 10km to an international border:
 Yes   No
Is the office within 5 km to an international airport:
 Yes  No
Is the office located in a high crime area as per local law enforcement:	 Yes  No
Office in:  rural area
 urban area (<10,000 population)
 urban area (≥10,000, but <100,000)
 urban area (≥100,000) 
	



C. The impact of new developments an d technologies to your operations. Answer the following questions regarding (a) the technology in use and (b) any new developments at your brokerage.Brokerage Risk Assessment Form


	Question
	Answer
	Risk Score & Rationale

	Does the brokerage directly accepts funds? For example:
· Investor/Lender funds are deposit- ed to the brokerage’s trust account.
· Clients make payments directly to the brokerage for fees or services.
	 No
 Yes, explain:
	

	Does the brokerage use advanced technology to accept funds?
E-wallets in fiat currencies (CAD, USD etc)
E-wallets in virtual currencies Pre-paod cards
Internet payment services Mobile payments
Money transfers
Deal processing technologies
	 No
 Yes, explain which of these technologies you use and for what purpose:
	

	Which of the following non-face-to- face communication methods and software application does the broker- age use:
	 Phone
 Email
 Chat Applications
 Document signing tools (Docusign, Authentisign)
 Specialized client identification software (Treefort)
 Other forms of electronic information exchange, explain:
	

	Has the brokerage restructured, ac- quired another business or broker- age, or otherwise changed its busi- ness model since the last risk assess- ment?
	 No
 Yes, explain:
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D. Other relevant factors:Brokerage Risk Assessment Form


	Question
	Answer
	Risk Score & Rationale

	Briefly explain your business model:
	
	

	How many employees (hourly/ salary)
working for the brokerage
	Full-time:	
Part-time:	
	

	How many brokers/ agents does the brokerage have
	Brokers: 	
Agents: 	
	

	What is the brokerage size in terms of the following:
	Assets: 		 Revenue: 		 Number of clients: 	
	

	Are there any Canadian economic
sanctions that impact your business?
	 No
 Yes, explain:
	


For any of the above where you have indicated a Medium or High risk, please detail the risk mitigation measures you have or will implement to reduce the risk exposure:
Brokerage Risk Assessment Form
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Step 2: Identify Client and Relationship Based Risks

Approximately what percentage of clients interactions are conducted via non-face-to-face methods:
 100%
 ≥ 75%
 ≥ 50%
 ≥ 25%
 > 0%
 0%
If >50% of interactions are non-face-to-face methods, this could increase the risks for the brokerage. Please indicate the all risk
mitigation measures in place:

Approximately what percentage of clients live in Canada but are from out-of-province:
 100%
 ≥ 75%
 ≥ 50%
 ≥ 25%
 > 0%
 0%
If >50% of clients are from another Canadian province, this could increase the risks for the brokerage. Please indicate all risk
mitigation measures in place:
Approximately what percentage of clients do not live in Canada:
 100%
 ≥ 75%
 ≥ 50%
 ≥ 25%
 > 0%
 0%
If >25% of clients don not live in Canada, this could increase the risks for the brokerage. Please indicate the all risk mitigation
measures in place:


Brokerage Risk Assessment Form
Do you have any clients subject to a Ministerial Directive?
 No
 Yes, explain:
If Yes, then FINTRAC guidance requires this to be classified as high risk. Indicate when risk mitigation measure are in place:

Are any of your clients domestic Politically Exposed Persons (PEPs)?
 No
 Yes, explain:
If Yes, this could be a medium or high risk. Risk score: 	
A domestic PEP may have access to funds that were obtained as a result of an abuse of their power or position. Indicate when risk mitigation measure are in place:
Do you have any clients with a material connection (i.e. residency) to a country considered high risk by FATF??
 No
 Yes, explain & name the country(ies):
If Yes, this could be a higher risk. Indicate when risk mitigation measure are in place:


Brokerage Risk Assessment Form
Are any of your clients foreign Politically Exposed Persons (PEPs) or Heads of International Organizations (HIOs)?
 No
 Yes, explain:
If Yes, then FINTRAC guidance requires this to be classified as high risk. Indicate when risk mitigation measure are in place:

Has the brokerage adopted any new client-facing technology that increases their anonymity?
 No
 Yes, explain:
Risk Score: 	
Rationale:
If Yes, please provide a Risk Mitigation Measure:
Do any of your clients appear to be a shall company (a corporation without active business operations or significant assets) or
numbered companies that purchase real estate?
 No
 Yes, explain:
Risk Score: 	
Rationale:
If Yes, please provide a, Risk Mitigation Measure:


Has the brokerage filed a suspicious transaction report (STR) on any clients since the last risk assessment was conducted?
 No
 Yes, explain:
Risk Score: 	
Rationale:
If Yes, please provide a Risk Mitigation Measure:


Step 2: Establish you Risk Tolerance

Determine the brokerage’s risk tolerance after considering (a) the risked identified in Step 1 and (b) asking the following questions: Are you willing to accept regulatory, reputational, financial, and/or legal risks for your brokerage?
Which risks are you willing to accept based on your risk mitigation measures?
Which risks are you not willing to accept?

Select your risk tolerance below, keeping in mind that it does not change your obligations under the PCMLTFA and its associated regulations, it may, however, affect which clients you choose to work with and what risk mitigation measures you implement.
Brokerage Risk Tolerance:	 High	 Medium	 Low
Rationale for the selected risk tolerance:


Brokerage Risk Assessment Form

Step 3: Assess Residual Risks


Inherent risks is a risk that exists before you implement controls or mitigation measures, whereas residual risk is the risk that re- mains after you have implemented controls and mitigation measures. Regardless of how strong your mitigations measures are
there will always be some level of residual risk,

	Risk Category
	Risk
	Risk Rating

	Tolerated Risks: risks that you accept because there is no benefit in attempting to reduce them.
	1
2
3
4
5
6
7
8
9
10
	1
2
3
4
5
6
7
8
9
10

	Mitigated Risks: these are
risks that you have reduced but not eliminated
	1
2
3
4
5
6
7
8
9
10
	1
2
3
4
5
6
7
8
9
10



Step 4: Implementation


Based on this risk assessment, you will need to document your policies and procedures address how your handle and mitigate the identified risks. Additionally, you need to integrate the policies and procedures into your daily operations and ensure all agents,
brokers and staff are aware and trained on the policies and procedures. This assessment will need to be reviewed at least every 24 months. Please indicated the next review date on the top of page 1 as indicated and ensure you schedule it accordingly.
			
License Number: #13804
Independently owned and operated

image1.png
& info@xigmortgagegroup.com
@ wwwxigmortgagegroup.com
Ry 905-206-0090

 833-932-0012





image2.png
XLG Mortgage Group




image3.png




image4.png




image40.png




